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1. General provisions
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2. [bookmark: _Toc256000001]General provisions  

1. These Rules on the Organization of Internal Audit at Otbasy Bank JSC (hereinafter referred to as the Rules) have been developed in order to establish basic principles and procedures for the organization of internal audit at Otbasy Bank JSC (hereinafter referred to as the Bank). 
2. The Rules have been developed based on the main provisions and requirements stipulated by the International Fundamentals of Professional Practice recommended by The Institute of Internal Auditors Ins, which include mandatory Global Internal Audit Standards (hereinafter referred to as Standards) and Topical Requirements, and contain the basic requirements of Baiterek National Managing Holding Joint Stock Company (hereinafter referred to as the Holding) for the organization of internal audit in the Company.
3. The Bank's Internal Audit Department, when carrying out its activities, is guided by the status, its competence, purpose, objectives, functions, rights, duties and other requirements defined by the Regulation on the Internal Audit Department and the IPPF. 
4. The rules and other regulatory documents of the Internal Audit Department shall be approved by the Audit Committee under the Board of Directors of the Bank (hereinafter referred to as the AC) and approved by the Board of Directors of the Bank (hereinafter referred to as the BD).
5. The basic terms used in these Rules: 
The Internal Audit Department (IAD) is a structural unit responsible for providing assurance and consulting services to an organization.
The Regulation on the IAD is an internal document that establishes the competence of the internal audit, its place in the Bank, accountability, scope of the audit object, types of services and other characteristics. 
Object of the audit is the line of activity, department, process, system in respect of which the audit assignment is performed.
 Consulting services are services in which internal auditors make recommendations to the Bank's stakeholders without providing assurance or assuming managerial responsibilities. The nature and scope of the consulting services are subject to agreement with the relevant stakeholders. Examples of consulting services include advising on the development and implementation of new policies, processes, systems, and products, providing expert services, conducting training, and discussing risks and control procedures. Consulting services are also called "consulting". 
Assurance services – services in which internal auditors conduct an objective assessment in order to ensure confidence. Examples of these services are compliance audit assignments, financial audit, operational audit (performance audit), and information technology audit. Internal auditors may provide limited and reasonable assurance, depending on the nature, timing, and scope of the procedures performed.
Board of Directors is a management body authorized to carry out general management of the Bank's activities, with the exception of resolving issues referred by regulatory legal acts and (or) the Bank's charter to the exclusive competence of the general meeting of shareholders.
Director of the IAD is the head who is responsible for the effective management of all aspects of the Internal Audit Department and the quality provision of internal audit services in accordance with the regulatory legal acts of the Republic of Kazakhstan, internal documents of the Bank and Standards.
Competencies – knowledge, skills and abilities.
Conflict of interest is a situation, action, or relationship that may affect the internal auditor's ability to make objective professional judgments or perform his duties objectively, or create the impression of such influence. 
Internal control, control – any actions taken by the Executive Body, the Board of Directors and other parties to manage risks and increase the likelihood of achieving the goals and objectives.
Criteria are measurable characteristics of the desired condition of the audited entity (also called "evaluation criteria") established by the audit assignment. 
Audit assignment is a specific assignment or internal audit project involving the performance of several tasks or activities aimed at achieving a number of interrelated goals.
Conclusion on the results of the audit assignment is the professional judgment of internal auditors based on the observations made when considering them in aggregate. The conclusion based on the results of the assignment should establish the fact of a satisfactory or unsatisfactory condition.
The objectives of the audit assignment are the formulation of the purpose of the audit assignment and the description of specific tasks that shall be solved. 
Audit assignment planning is a process in which internal auditors collect information, assess and prioritize risks related to the audit object, establish the objectives and scope of the audit assignment, define evaluation criteria and draw up an audit assignment program.
The results of the audit assignment are observations and conclusions based on the results of the audit assignment. The results of the audit assignment may also include recommendations and/or action plans.
The Head of the audit assignment is an internal auditor responsible for managing the audit assignment, which may include training and assisting internal auditors, as well as reviewing and approving the audit assignment program, working documentation, audit report, and assignment quality assessment. Director of the IAD may himself act as the head of the audit assignment or may delegate these responsibilities.
Audit program – a document defining the tasks to be performed in order to achieve the objectives of the audit assignment, the methodology and necessary tools, as well as the internal auditors who are charged with their implementation. The assignment program is based on information obtained during assignment planning. 
External Service Provider is a provider external to the Bank that provides relevant knowledge, skills, experience and/or tools to support internal audit services. 
Detection, observation – within the framework of the audit assignment, the conclusion that the condition of the object does not meet the evaluation criteria. 
Impact, consequences – the result or impact of an event. An event can have both a positive and a negative impact on the Bank's achievement of its strategic or business goals. 
Independence is freedom from conditions that adversely affect the ability of the internal audit function to perform its duties impartially.
Commitment to principles – behavior characterized by adherence to moral and ethical principles, including demonstrating honesty and willingness to act based on relevant facts.
Annual Audit Plan (AAP) is a document prepared by the Company's Director that defines audit assignments and other internal audit services that are expected to be completed during the year. The AAP should take into account risks and be dynamic with timely adjustments in response to changes affecting the Bank.
Objectivity is a mental attitude that allows internal auditors to make professional judgments impartially, perform their duties and achieve the goals of internal audit, without adjusting their opinion to the opinion of others;
Outsourcing is the conclusion of a contract with an independent external provider of internal audit services. Full outsourcing of internal audit means transferring the performance of all its functions under a contract. Partial outsourcing (also called "co-sourcing") means that only a part of the services is outsourced.
Professional skepticism is questioning and critically evaluating the reliability of information.
The Quality Assurance and Improvement Program is a program developed by Director of the IAD to evaluate and ensure compliance with Standards, achieve efficiency goals and continuously improve the work of the IAD. The program includes internal and external evaluations.
Matrix of business processes, risks and controls is a tool that facilitates internal audit.  It typically links business objectives, risks, control processes, and key information and is used to support the internal audit process.
Risk appetite is the type and magnitude of risks that the Bank is willing to accept in the process of implementing its strategies and achieving its goals.
Risk assessment is the identification and analysis of risks associated with achieving the Bank's goals. The significance of risks is usually assessed in terms of the level (magnitude) of impact and probability.
Risk management is the process of identifying, evaluating, managing and controlling possible events or situations to ensure reasonable confidence in achieving the Bank's objectives.
Cause of the occurrence is the problem or the reason underlying the compliance of the condition of the audited entity with the criteria.
Materiality – the relative importance of an issue in the context under consideration, including quantitative and qualitative factors such as scale, nature, relevance, and consequences. Professional judgment helps internal auditors in assessing the significance of issues in the context of relevant objectives.
Interested party is a party that is directly or indirectly interested in the Bank's activities and results. Stakeholders include the shareholder, the Board of Directors, the Executive Body, employees, customers, suppliers, government agencies, financial organizations, independent auditors, and others.
Working documentation is the documentation on the work done by the internal auditor during the planning and execution of audit assignments. The documentation contains supporting information for the findings (observations) and conclusions based on the results of the audit assignment.
2. [bookmark: _Toc256000003]Principles and standards of ethics and professionalism
6. Internal auditors should base their activities on compliance with the principles and standards of honesty and professional courage, objectivity, competence, professional prudence, confidentiality and comply with these standards.
7. Compliance by internal auditors with other codes of ethics, rules and regulations, including those adopted by the Bank, does not exempt internal auditors from the need to comply with the principles and standards of ethics and professionalism contained in these Rules.
8. The Director and the members of the IAD (hereinafter collectively referred to as internal auditors/employees of the IAD) shall confirm in writing their understanding and commitment to compliance with the principles and standards of ethics and professionalism in accordance with Annex 1 to the Rules before starting an audit assignment (including an unscheduled assignment). The forms signed by the IAD employees on the subject of commitment to the principles and standards of ethics and professionalism are attached to the audit report.
9. The facts related to illegal and defamatory actions on the part of internal auditors, as well as unethical behavior on the part of members of the Executive Body, AC are brought to the attention of the BD.
10. In order to comply with the principles of objectivity, independence and impartiality in the performance of their functions, internal auditors should not be involved in any activities that may subsequently be subject to internal audit and audit the activities or functions they performed during the period being audited.
11. When planning resources for an audit assignment, the Director of the IAD or the designated head of the audit assignment should discuss the assignment with the internal auditors to identify any factors that have a real or potential negative impact on objectivity.
12. If a negative impact on objectivity cannot be avoided, Director of the iAD may consider solutions to the problem, including:
· reassigning internal auditors to perform audit assignments in order to remove from the assignment an internal auditor whose objectivity has been adversely affected;
· postponement of the audit assignment deadlines in order to ensure proper staffing of the audit team;
· adjusting the scope of the audit assignment;
· outsourcing an audit assignment or overseeing its execution. 
13. In order to develop and demonstrate their competencies, IAD employees need to obtain appropriate professional qualification certificates, such as Certified Internal Auditor and other certificates and certificates, consider development opportunities and competencies that need improvement based on feedback provided by the AC and Director of the IAD, and undergo training not only on internal audit issues, but also on the Bank's areas of activity. 
14. Internal auditors should show a professional attitude to their work, the criteria of which are the ability to evaluate: 
1) the amount of work required to achieve the objectives of the audit assignment;
2) the needs and expectations of clients, including the nature and timing of the consultation assignment, as well as the form of reporting on the results;
3) the relative complexity, materiality, or significance of the issues for which assurance services and advice are provided;
4) adequacy and effectiveness of risk management, internal control and corporate governance systems;
5) the likelihood of significant errors, fraud, or non-compliance with procedures;
6) the cost of providing assurance and consulting audit services versus the potential benefits.
15. Internal auditors should have sufficient knowledge of the key risks and control procedures related to information technology and be able to use automated audit methods to the extent sufficient to perform their assigned tasks, as well as have sufficient knowledge to assess the risk of fraud and how the Bank manages this risk. 
16. IAD employees should have the knowledge necessary to perform audit tasks and improve them in the process of continuous professional development and professional development.
17. Director of the IAD annually, for the purpose of professional development and advanced training of the IAD employees, taking into account the expectations of the Bank's management and the specific needs of the IAD, draws up a professional training plan for IAD employees in accordance with Annex 2 to the Rules, which is approved simultaneously with the annual audit plan for the coming year by the Board of Directors of the Bank after prior approval by the AC within the stipulated budget.
18. After completing training sessions and seminars, IAD employees must provide supporting documents (for example, certificates) as part of quarterly reports on IAD activities (if necessary).
19. If IAD employees do not have sufficient knowledge and skills to perform individual audit assignments or parts of the assignment, IAD employees have the right, in accordance with the established procedure, to involve external consultants and experts in certain areas or to use outsourcing/outsourcing in internal audit. The procedure for procurement of audit consulting services is determined by the Bank's internal documents governing procurement procedures. 
20. When engaging an external supplier to perform an audit assignment or part of an assignment in accordance with the requirements of internal regulatory documents governing procurement procedures, depending on the amount allocated for the procurement of services, the following requirements may be taken into account, but not limited to:
1) professional certifications, the level of education and training of the staff of an external service provider in disciplines related to a specific assignment, licenses or other documents attesting to the competence of the specialists (employees) of external service providers involved in the relevant disciplines;
2) membership of an external service provider in relevant professional organizations and compliance with standards of ethics and professionalism;
3) knowledge and experience of performing similar works and works related to the Bank's field of activity by an external service provider. 
21. Transfer (forwarding, distribution, etc.) of audit files (folder) related to current or completed audit assignments and (or) consulting services must be carried out in strict compliance with the requirements of the legislation of the Republic of Kazakhstan, internal documents of the Bank for the protection of commercial (banking) secrets, confidential and personal information. The transfer of such materials to other employees of the Bank, to a third party (persons who are not members of the Board of Directors, employees of the Bank, including external auditors, auditing bodies, etc.), may be carried out only with the permission of the Director of the IAD and in accordance with the procedure provided for by the requirements of the Bank's internal documents after the necessary approvals with a member of the Executive Body, the department from which the information is requested, and the legal department. The exception is the provision of information on requests from the Holding's structural divisions, as well as the posting of periodic reports on the activities of the IAD and other information in the Holding's information system.
22.  The information/data that the IAD has access to can be protected from intentional/unintentional disclosure by means of controls such as data encryption, password protection, and access restrictions.  
Director of the IAD oversees IAD's compliance with information security requirements.
3. [bookmark: _Toc256000004]Quality assurance and business improvement of the IAD 
23.  Director of the IAD is responsible for meeting IAD Standards and ensuring continuous improvement of the quality of work. Quality is a generalized indicator of compliance with the Standards and achievement of the target parameters of the IAD's activities.
24. [bookmark: _Hlk198131070]Director of the IAD supports the Quality Assurance and Improvement Program of the IAD (hereinafter referred to as the Program) in accordance with Annex 3 to the Rules, which covers all types of internal audit activities and contains measures to ensure and improve the quality of the IAD's work, aimed at compliance of its activities with Standards, principles and standards of ethics and professionalism, and these Rules. 
25. Director of the IAD is responsible for ensuring the continuous improvement of the IAD. In order to continuously improve the IAD, indicators are being developed to assess the quality of audit assignments, the work of internal auditors and the IAD. These indicators provide the basis for assessing progress towards achieving performance targets, including continuous improvement.
4. [bookmark: _Toc256000005][bookmark: _Hlk199946649]Performance evaluation of the IAD 
26. In order to evaluate the activities of IAD, the Director of the IAD shall develop target parameters for the implementation by IAD of their competence in accordance with the Standards and improvement in accordance with his strategy. 
27. When developing the target parameters of the activity, the target results defined by:
· principles of International Standards of Internal Audit;
· Regulation on the Internal Audit Service;
· IAD strategy.
Also, when developing the target parameters of the activity, Director of the IAD takes into account the opinion and expectations of the Board of Directors and the Executive Body.
28. After defining the target parameters of the activity, Director of the IAD sets quantitative and qualitative targets to track progress towards achieving the target parameters.
29. Director of the IAD should develop an action plan to address problematic issues and take advantage of opportunities for improvement, followed by monitoring the implementation of the action plan and informing the Board of Directors and the Executive Body.
5. [bookmark: _Toc256000006]IAD strategy planning 
30. The Director of the IAD is responsible for managing the activities of the IAD in accordance with the Regulation on the IAD and the International Standards of Internal Audit. This responsibility includes strategic planning, obtaining and using resources, interacting with stakeholders, as well as ensuring and improving the effectiveness of IAD activities.
31. Director of the IAD should develop and implement Strategy of the IAD, contributing to the achievement of strategic objectives and meeting the expectations of the Board of Directors, the Executive Body and other key stakeholders in accordance with Annex 4. 
32. An internal audit strategy is an action plan for achieving certain long-term or common goals. The IAD strategy includes the vision, strategic goals and initiatives in IAD activities. 
33. In order to develop an effective strategy and annual audit plan (hereinafter referred to as the AAP), the Director of the IAD should understand the processes of risk management, internal control and corporate governance, in particular, consider how the Bank:
· sets strategic goals and makes strategic and operational decisions;
· oversees risk management and internal control;
· coordinates the activities and communication between the Board of Directors, internal and external assurance service providers, and the Executive Body.
34. Director of the IAD should regularly review the IAD Strategy. The regular review of the IAD strategy includes a discussion of the IAD progress in implementing initiatives with the Board of Directors and the Executive Body.
6. [bookmark: _Toc256000007]Planning the Annual Audit Plan 
35. Every year, the Director of the IAD develops a draft risk-based annual audit plan (hereinafter referred to as the AAP) for the coming year, contributing to the achievement of the Bank's goals. The AAP of the IAD specifies the business processes, procedures, or types of activities, or functions (structural divisions of the Bank) subject to internal audit. 
36. The basis for the development or updating of AAP of the IAD is a Matrix of business processes, risks and controls, a Register and a Risk Map, the compilation and timely updating of which should be ensured by the Bank's management, which is responsible for the effectiveness of risk management and internal control, and the Audit Universe compiled by Director of the IAD. In turn, the IAD should conduct an independent risk assessment within the framework of audit assignments in order to ensure the identification of new risks and (or) a possible reassessment of existing risks. In the absence of an updated risk map, or if the risk assessment in the Risk Map is underestimated, Director of the IAD applies an independent risk assessment.
The IAD should verify the assessment of key risks faced by the Bank, as well as assist in risk management by preparing recommendations based on completed audit and consulting assignments and information provided for timely updating of the Bank's Matrix of Business Processes, Risks and Controls. 
37. To assess the Bank's risks, Director of the IAD considers the goals and strategy not only at the Bank's level as a whole, but also at the level of individual business processes to be audited. In addition, Director of the IAD takes into account risks that may be associated with more than one business process and may require a more complex assessment, such as risks related to fraud, information technology and information security, and non-compliance with legal and regulatory requirements. Risk assessment is also carried out based on the results of recently completed audit assignments, as well as discussions with BD members and the Executive Body.  
38. The AAP of the IAD shall take into account the competence of the internal audit function and the full scope of agreed internal audit services; define internal audit engagements aimed at evaluating and improving corporate governance, risk management, and internal control processes; consider the need to include fraud risk, as well as the effectiveness of the Bank’s ethics and compliance programs and other high-risk areas; determine the human, financial, and technological resources required for the implementation of the AAP; and be dynamic and updated in a timely manner in response to changes in business lines, risks, operations, programs, systems, controls, and organizational culture  
39. One approach to the preparation of the AAP is to integrate business processes, programs and systems subject to audit into the audit universe in order to simplify the process of identifying and assessing risks. 
40. The audit universe is based on an understanding of the Bank's goals and strategic initiatives, and it is related to the Bank's risk structure. The audit universe is compiled by the Director of the IAD in accordance with Annex 5 to the Rules based on the list of business processes of the Bank, programs and systems (the object of audit) based on the approved Matrix of business processes, risks and controls. 
41. The following additional factors are introduced into the Audit Universe, which are important for the selection of audit assignments included in the AAP:
1) identification of key risks. In order to ensure full coverage of the Bank's key risks in the audit universe, the IAD need to analyze and confirm the main risks identified within the Bank's risk management system. IAD takes into account the information obtained from the Bank's risk report only if IAD confirms the effectiveness of the Bank's risk management processes;
2) the risk rating inherent in the audit object, determined in accordance with the approved Risk Map;
3) the presence of changes in the business process during the previous year. This factor reflects the changes that have taken place in the business process, including the redistribution of functionality between divisions and employees, significant changes in the composition of the division, and so on;
4) the results of the previous audit (depending on the assigned internal control rating);
5) the statute of limitations of the last audit.
For each audit assignment, the audit assignment rating is calculated using the formula: Audit assignment rating = Inherent risk rating x (Presence of recent changes + Results of the previous audit) x Prescription of the last audit.
42. The audit universe is ranked in descending order of the audit assignment rating. At the same time, all audit assignments are divided into 4 groups:
1) the first 10% of tasks that have the highest rating represent a high-risk area;
2) the next 30% represent a high-risk area;
3) The next 40% represent a moderate risk area;
4) the last group of 20%, which has the lowest rating, is considered a low-risk group.
43. When compiling the AAP, it includes a sample from each of the four groups. At the same time, at least all audit assignments included in the high-risk zone are included in the AAP, and 50% of audit assignments from the high-risk group, 25% of assignments from the moderate-risk zone and 10% of assignments from the low-risk group are selectively included. If the IAD has the workforce, it is allowed to increase the proportion of audit assignments from the high-risk group.
44. The IAD, according to the decision of the Board of Directors of the Bank, audit assignments may be performed for business processes not provided for in the Audit Program.
45. When developing an AAP for each audit object, Director of the IAD takes into account the ratio of the level of identified risk and the known level of effectiveness of internal control.
46. To determine the required scope of coverage of the AAP, Director of the IAD should also take into account the following:
1) Bank's strategy and objectives; 
2) the cost and structure of the Bank's budget, business plans of the Bank, and, if necessary, jointly controlled entities of the Bank;
3) changes in the corporate and organizational structure of the Bank;
4) information available to the IAD on specific areas of the Bank's activities, in particular, regarding the effectiveness of the internal control system and recent changes to the internal control system;
5) areas and types of activities with a significant level of risk;
6) the results of the review of the modified and planned implementation and development of processes/projects;
7) tasks that shall be performed in accordance with legislative and regulatory requirements;
8) information and requests received from the Executive Body and the Board of Directors;
9) proposals of the Bank's structural divisions on conducting an audit and (or) providing consulting services received on the basis of a request from theIAD;
10) the extent to which IAD can use the results of the work of other parties, for example, compliance services (if any), external auditors, regulatory and supervisory authorities, experts, appraisers;
11) the time and resources required to complete each potential audit assignment;
12) potential benefits for the Bank from performing each audit assignment, for example, contribution to the improvement of risk management, internal control and corporate governance processes. 
47. When drawing up the AAP in accordance with Annex 6 to the Rules, the Director of the IAD shall pay the necessary attention to one of the important tasks related to the assessment and issuance of appropriate recommendations aimed at improving the corporate governance process regarding the achievement of the following objectives:
1) effective provision of information on risk and control issues to relevant bodies and departments of the Bank;
2) effective coordination of activities and information exchange between the Board of Directors, the Executive Body of the Bank, external and internal auditors.
48. Conducting scheduled audit assignments is the main activity of internal audit. In addition, it is necessary to provide a time budget for the implementation of the following activities:
1) advising on issues of risk management, internal control and corporate governance, provided that conflicts of interest and (or) a negative impact on the subsequent objectivity of internal audit are avoided;
2) development and updating of internal regulatory documents regulating the activities of internal audit (internal audit methodology) based on the analysis of developments and practices of the IADof similar organizations and best practices for practical implementation;
3) monitoring the Bank's implementation of plans, corrective and (or) preventive actions based on the audit results of internal and external auditors; 
4) the development of an AAP for the period defining the priorities of internal audit activities;
5) preparation of a report on the results of internal audit activities;
6) conducting a self-assessment and preparing a report on its results;
7) interaction with the external auditor on issues related to the activities of the IAD;
8) professional development;
9) annual labor leave of IAD employees.
49. Director of the IAD calculates the total amount of time based on the actual number of IAD employees required to implement the AAP, including the time required to conduct audit assignments on a quarterly and annual basis according to the forms in accordance with Annexes 7 and No. 8 to the Rules and determines the adequacy of internal resources.
50. The Director of the IAD on an annual basis shall ensure that, no later than December 1, the Corporate Secretary is provided with a draft AAP (for the coming year) for preliminary review by the AC and approval by the Board of Directors of the Bank after discussion with the Executive Body.
51. Internal audit services include assurance, consulting, and a combination of both types of services. Assurance services are aimed at increasing the confidence of stakeholders (the Board of Directors, the Executive Body) in the processes of internal control, risk management and corporate governance. 
52. Assessments of the effectiveness of internal control systems (hereinafter referred to as ICS) and risk management (hereinafter referred to as RMS) (in general and/or in the context of key business processes) should be carried out by the IAD to provide assurance services to the Board of Directors in relevant areas periodically, but at least once every three years, and for the purpose of sound planning of the IAD activities. 
The effectiveness of the corporate governance system (hereinafter referred to as the CGS) is assessed by the IAD at least once every two years.
IAD carries out on a periodic basis (based on a risk-based approach):
· assessment of the effectiveness of internal processes for assessing capital adequacy and liquidity, adequacy of the ratio of capital, liquidity and risks accepted by the bank, compliance with mandatory standards;
· assessment of capital and liquidity stress testing processes, taking into account the frequency of stress tests, testing tasks, the realism of scenarios and assumptions made, and the reliability of processes;
· an audit of regulatory and management reporting, which evaluates the effectiveness of risk management and reporting processes for the Bank's management and the authorized body;
· Assessment of the effectiveness of compliance risk and ML/FT risk management processes and procedures. 
53. According to external assessments of the effectiveness of ICS, RMS, ICS, IT/IS, the organization and their implementation are carried out by the Bank's structural divisions responsible for internal control and risk management, corporate governance, information technology/information security, or other divisions of the Bank (hereinafter referred to as the initiators of assessments).
An external assessment of the ICS and RMS is conducted by an external auditor at least once every five years by decision of the Board of Directors (if funds are available in the Bank's budget), the results of which are submitted by the initiator of the assessment to the Board of Directors of the Bank. During the period of the external assessment of the ICS and the RMS, an internal assessment based on the results of the corresponding period is not carried out.
The external assessment of the ICS is carried out in accordance with the procedure established by law on a periodic basis (once every 3 years) by an external auditor, the results of which are submitted by the initiator of the assessment for consideration by the Board of Directors.  In the case of an external evaluation of the ICS, the effectiveness of the ICS is not evaluated by IAD forces.
54. Audit of information systems/ensuring information security (security) of information systems and the effectiveness of their use) (hereinafter referred to as IT/IS) is carried out annually, with the possible involvement, if necessary, of qualified specialists in IT/IS outsourcing/ co-sourcing, including from among the employees of the Holding Group.
55. The audit of compliance with the limits of certain types of administrative expenses is carried out by the IAD on an annual basis in the first quarter of the year. The report on certain types of administrative expenses of the Bank shall contain:
1) analysis and synthesis of information on the effective use of funds allocated to certain types of administrative expenses for the reporting year;
2) an opinion that contains conclusions and proposals on the limits of certain types of administrative expenses, including, if necessary, their revision with the submission of appropriate justification, as well as proposals to adjust the Bank's internal documents within the established limits.
The IAD annually, no later than the first quarter of the year following the reporting year, submits a report for consideration by the AC of the Board of Directors.
56. With the draft AAP, the Director of the IAD submits an analytical note on the rationale for choosing each proposed audit assignment, for example, the significance of the risk, significance for the Bank, regulatory requirements, or significant time elapsed since the completion of the previous audit assignment, indicating the audit areas not included in the audit plan and the reasons for their non-inclusion, in order to provide to assist the Board of Directors of the Bank in assessing the risks associated with areas not covered by the audit plan. The time calculation for completing audit assignments and other activities unrelated to the audit should also be attached to the AAP. 
57. In order to inform, the Director of the IAD shall submit to the head of the Executive Body of the Bank the approved Board of Directors of the AAP.
58. AAP of the IAD may be amended and/or supplemented by the decision of the Board of Directors on the initiative of the AC and/or Director of the IAD, if necessary due to changes in the Bank's business processes, risks, programs, systems and controls, as well as on the initiative of the AC and/or the IAD. Prior to the beginning of the reporting period, the Director of the IAD ensures timely adjustment of the AAP and making changes to it in accordance with the established procedure.
59. The IAD AAP and (or) amendments and additions to it after the approval of the Board of Directors are subject to submission to the head of the Executive Body for information and (or) planning of the Bank's activities.
7. [bookmark: _Toc256000008]Annual budget planning
60. Director of the IAD should develop a budget that supports the implementation of IAD Strategy and the implementation of the AAP. The budget includes the resources necessary for the operation of the IAD, including training and the use of technologies and tools.
61. In order to maintain independence, the IAD has separate items within the overall budget of the Bank, approval / adjustment is made in accordance with the decision of the Board of Directors of the Bank with the prior approval of the AC.
62. The process of forming the IAD's budget is carried out in accordance with the requirements and deadlines stipulated by the Bank's internal regulatory documents. The IAD annual budget is formed based on an analysis of the price offers of potential suppliers of services, works and goods, and the actual expenditures for the previous period under the relevant budget items provided for in Annex 9 to the Rules.
63. Director of the IAD monitors the expenditures and sufficiency of budget funds allocated for the implementation of IAD's activities.
8. [bookmark: _Toc256000009]Coordinating the activities and using the audit results of other internal and external assurance and advisory service providers.
64. In order to avoid duplication and identify deficiencies in the coverage of key risks, Director of the IAD should coordinate with internal and external assurance service providers and consider using the results of their work. 
65. In the absence of ensuring an appropriate level of coordination of activities, the Director of the IAD shall bring the relevant issues to the attention of the Executive Body and the Board of Directors. 
66. When using IAD results from the work of other assurance service providers, Director of the IAD should reflect the basis for such use, while Director of the IAD is responsible for the conclusions outlined by the IAD.
67. Internal assurance and advisory service providers include functions that may be accountable to the Executive Body. External parties providing assurance may submit reports and information to the Executive Body, external stakeholders, or the Director of the IAD.
68. Examples of coordinating activities are: 
· synchronization of the nature, volume, and timing of scheduled work; 
· providing a common understanding of ways and methods to ensure confidence; 
· providing access to each other's work programs and reports; 
· using the risk management information provided by management to conduct a joint risk assessment; 
· development of a general register or list of risks;
· combining the results for joint reporting. 
69. In order to identify risks with insufficient or duplicate coverage by ICS entities and/or other assurance service providers, Director of the IAD develops a confidence scheme (map) that identifies the competencies of other assurance service providers and consulting services that IAD can rely on (the "Assurance Map"). The assurance card according to Annex 10 to the Rules may include the following information:
· list of key business processes of the Bank;
· list of the Bank's key risks;
· risk owners;
· risk rating assessment (assigned by internal audit);
· ICS entities and other providers of assurance and advisory services that monitor/evaluate each of the risks.
The assurance map identifies the categories of significant risks and the relevant sources of assurance, as well as provides an assessment of the level of assurance for each risk category. 
70. Director of the IAD may make a decision to rely on the work of other suppliers for various reasons, for example, to evaluate in special areas where the competencies of the IAD employees are insufficient, to reduce the amount of testing required to complete an audit assignment, and to expand the scope of risks for which the IAD does not have sufficient resources.
71. When using IAS results from the work of another supplier, you must take into account:
· potential or actual conflicts of interest, as well as disclosure of relevant information;
· the accountability relationship of the parties providing assurance;
· applicability and validity of professional experience, qualifications and certificates;
· due professional diligence applied in the supervision, planning, documentation and analysis of work;
· observations and conclusions based on the results of the work, including the validity, sufficiency, reliability and relevance of the evidence underlying them.
72. After evaluating the work of another assurance provider, Director of the IAD may make a decision that IAD cannot rely on the results of his work. Internal auditors can either conduct repeated tests and collect additional information, or provide assurance services on their own.
9. [bookmark: _Toc256000010]Planning an audit assignment
73. The audit assignment planning process includes the following steps:
1) preliminary examination of the audited audit object (business process)
2) risk assessment within the scope of the audit assignment;
3) objectives and scope of the audit assignment;
4) determining the criteria and resources required to complete the audit assignment;
5) development of an audit program;
6) preparation of an audit assignment
74. The responsibility for the quality, completeness and timeliness of the planning of the audit assignment and the submission of the IAD planning materials to the Director lies with the head of the audit assignment.
75. When performing urgent unscheduled audit tasks or inventory of property and obligations, the IAD has the right to proceed with their implementation without conducting separate planning procedures. 
76. When planning audit assignments, the users of the results of which will be external parties, internal auditors should agree in writing on the objectives, content, related responsibilities and other expectations, including restrictions on the dissemination of the results of the audit assignment and access to audit documentation.

[bookmark: _Toc256000011]9.1 Preliminary examination of the audit object (business process)

77. For effective planning of the upcoming audit assignment, a preliminary survey of the audited entity (business process) should be conducted. The purpose of this survey is to examine the actual objectives of the audited entity or business process, its structure, or changes in it that have occurred since the last audit assignment.
78. At the stage of the preliminary examination, in order to obtain a proper understanding of the audit object, internal auditors collect information regarding:
1) strategy, actual goals and objectives of the audited entity (business process(s)) to ensure their compliance with the Bank's development strategy, objectives and risks of the Bank related to the audited entity;
2) internal regulatory documentation (hereinafter referred to as the IRD) regulating the activities of the audited entity;
3) the organizational structure and business processes of the audited entity, specifying changes in its functions and structure during the previous audit (if any);
4) databases and software that serve the business process in question or the business processes of the audited entity;
5) the results of previous audit assignments of this business process or the audited entity (if any);
6) activities carried out based on the results of the previous audit, inspections of regulatory and supervisory authorities (if any), in order to assess the appropriate measures taken;
7) reports on the implementation of the Audit Facility Development Plan;
8) risk assessment used in AAP planning;
9) processes of the risk management, internal control and corporate governance systems of the audited entity;
10) problematic issues that became known during the planning period of the audit assignment.
Internal auditors should analyze the information received to understand how the processes should function.
79. As part of information collection and assignment planning, the IAD's employees determine the criteria used by the Bank to assess the effectiveness and efficiency of internal control, risk management, and corporate governance processes.
80. Based on the results of the preliminary examination, the head of the audit assignment should accurately determine the key aspects of the upcoming audit (including the timing and scope) on the basis of which the audit program is formed.
[bookmark: _Toc256000012]9.2 Risk assessment within the scope of the audit assignment
81. Internal auditors should get an idea of the audit object and assess the relevant risks. After a preliminary examination of the audited entity, IAD employees assess the risks of the audited entity or business process in accordance with the objectives of the audit assignment. Risk assessment is not required when providing consulting services, unless otherwise agreed with the relevant stakeholders.
82. When starting an audit assignment, IAD employees should consider the risks related to the audit assignment and find out if any changes have occurred since the preparation of the AAP. IAD employees should understand the expectations of stakeholders regarding the purpose, objectives, and scope of the audit assignment.
83. In order to obtain a proper understanding of the audit object, IAD employees shall find and collect reliable, relevant and sufficient information regarding:
· the Bank's strategies, objectives, and risks related to the audited entity;
· the Bank's risk tolerance (if any);
· risk assessments underlying the AAP;
· internal control, risk management and corporate governance processes;
· applicable concepts, guidelines, and other criteria that can be used to evaluate the effectiveness of these processes.
84. The IAD's employees determine the risks to be analyzed by:
· identification of potential significant risks to achieve the objectives of the audited entity;
· consideration of specific risks associated with fraud;
· assessment of the materiality of risks and their prioritization for analysis.
85. IAD employees determine the criteria used by management to assess the degree to which the audited entity has achieved its goals, and use information about the risks of this business process or the audited entity (if any) obtained during consulting assignments, when evaluating risk management processes and testing the effectiveness of control procedures. 
86. If internal auditors identify risks related to the audited entity during the performance of previous audit assignments, it is necessary to review and update the previous risk assessment.
[bookmark: _Toc256000013]9.3 Objectives and scope of the audit assignment
87. IAD employees should define and document the objectives and scope of each audit assignment. The description of the purpose of the audit assignment should state the objectives of the audit assignment and the specific tasks to be accomplished, including those provided for by legislative and/or regulatory acts. The objectives of audit assignments should relate to the results of the risk assessment and internal control system related to the audit object (function, system, line of business, business process/subprocess, structural unit) and assessment of corporate governance processes in the Bank as a whole.
88. The Director of the IAD should ensure that the objectives of the audit assignments are clearly formulated for their adequate understanding and perception by both the audited entity and customers, as well as by internal auditors. The purpose of the audit assignment should, at a minimum, include testing the controls specified in the Matrix of Business Processes, Risks, and Controls for the relevant Business Process.
89. The objectives and scope of assurance assignments are determined by internal auditors, whereas the objectives and scope of audit assignments for consulting are usually determined jointly by internal auditors and the management of the audited entity.
90. If the purpose of the audit assignment is to evaluate the effectiveness of the internal control system, RMS, ICS and IT/IS, anti-fraud and corruption (including illegal incidents) (AFCS), the audit assignment is performed taking into account relevant (key or risk-relevant in the opinion of the IAD) norms, criteria and recommendations of the legislation of the Republic of Kazakhstan., internal regulatory documents regulating the conditions and procedure for organizing the functioning of systems, as well as methods for evaluating the effectiveness of ICS, RMS in accordance with Annexes 11, 12 to the Rules and Methods for conducting internal audit of Information Technology and Information Security in accordance with Annex 24 to these Rules, as well as methods for diagnosing corporate governance in Otbasy JSC the bank."
In addition or alternatively, when performing audit work to evaluate individual (components) of the IAD systems, it uses applicable approaches, criteria and controls defined in the IPPF, including Standards and Thematic Requirements or in one or more of the following (international) standards/methodologies (their current/similar versions) in relation to:
1) IT: COBIT 4 and/or 5 and/or COBIT 2019 "Control Objectives for Information and related Technology";
2) Information security: ISO/IEC 27001 - family "Information security management systems" (ST RK ISO/IEC 27001-2023 "Information security, cybersecurity and privacy protection. Information security management systems. Requirements", ST RK ISO/IEC 27002-2023 "Information security, cybersecurity and privacy protection. Information Security management tools");
3) SPMC: UNODC "An Anti-Corruption Ethics and Compliance Program for Business: A Practical Guide" ("Anti-Corruption Ethics and Compliance Program for Business Enterprises", prepared by the United Nations Office on Drugs and Crime); United Nations Convention against Corruption; ISO 37001:2016 "Anti-bribery management systems" ("Anti–corruption management systems Requirements and application guidelines"); ISO 19600:2014 – Compliance management systems - Guidelines (International Standard for the Organization of Compliance Management Systems); Organization for Economic Co-operation and Development: Anti-corruption ethics and compliance handbook for business;
4) Internal Control System: COSO Internal Control - Integrated Framework (integrated model of internal control);
5) RMS: COSO Enterprise Risk Management "Integrating with Strategy and Performance"; Basel III - Basel Committee on Banking Supervision, FERMA standard (Federation of European Associations of Risk Managers); ISO 31000 Risk management (ST RK ISO 31000-2010 "Risk Management. Principles and Guidelines");
6) GCS – OECD Guidelines on Corporate Governance of State-Owned Enterprises/OECD Principles of Corporate Governance; Methodology for Assessing the Implementation of the G20/OECD Principles of Corporate Governance; ISO 37000:2021 Standard "Organization Management.  Guidelines."
91. The scope of the audit assignment should determine the subject matter and boundaries of the assignment by specifying the types of activities, processes, systems, and time periods that will be covered by the assignment; the volume should be sufficient to achieve the objectives of the audit assignment.
92. Internal auditors make changes to the objectives and scope of the audit assignment, if necessary, as the assignment progresses. The Director of the IAD approves the objectives and scope of the audit assignment, as well as all changes that occur during its execution.
[bookmark: _Toc256000014]9.4 Assessment criteria
93. Based on the results of studying the internal regulatory documents of the audited business process and interviews with the owner and other participants in the process, the IAD's employees should determine the most appropriate criteria used by the Bank to evaluate the activities of the audited entity in accordance with the objectives and scope of the audit assignment. 
94. IAD employees should assess whether the Executive Body has established appropriate criteria for determining to what extent the audited entity has achieved its goals and completed its tasks.
Appropriate criteria are necessary to identify discrepancies between the target and the current state, and are also necessary to determine the significance of the findings and draw meaningful conclusions.  Appropriate criteria include:
· internal criteria (policies, procedures, key performance indicators or performance targets);
· external criteria (legislative and regulatory acts, contractual obligations);
· generally accepted practices (concepts, standards, guidelines and benchmarks, industry-specific activities).
95. If appropriate criteria are established, the employees of the IAD should use them in their work. If the criteria are not appropriate or missing, internal auditors should use professional judgment (including benchmarking) to determine the appropriate criteria for performing the audit assignment and recommend that the management of the audited entity implement the criteria proposed by the IAD. 
Also, in the absence of appropriate criteria, a decision may be made to provide consulting services.  When providing consulting services, the definition of evaluation criteria may not be required, unless otherwise agreed with the relevant stakeholders. 
[bookmark: _Toc256000015]9.5 Resources for completing the audit assignment
96. When planning an audit assignment, IAD employees should determine the types and amount of resources needed to achieve the objectives of the assignment. Director of the IAD determines the composition of the audit team for the performance of the audit assignment and appoints the head of the audit assignment. The composition of the audit team should be determined based on the nature and degree of complexity of the audit assignment, time constraints, and the availability of actual resources. Employee of the IAD cannot simultaneously be the head of an audit assignment in several audit assignments, with the exception of Head of the IAD.
97. If the available resources are inadequate or insufficient, the Director of the IAD informs the AC and the Board of Directors about the need to make an appropriate decision (for example, allocating additional resources, involving third-party organizations (outsourcing/co-sourcing) or reducing the volume of tasks).
[bookmark: _Toc256000016]9.6 Development of an audit program
98. Under the guidance of the Director of the IAD, the head of the audit assignment, in order to achieve the objectives of the assignment, must draw up and document an audit program in accordance with Annex 13 to the Rules, defining the scope and period of the audit, the nature, criteria for evaluating the achievement of each goal and the tasks that must be performed to achieve the objectives of the assignment, the time frame and scope of the planned audit procedures necessary to achieve the objectives of the audit assignment based on the results of a risk assessment, as well as procedures for collecting, analyzing, evaluating and documenting information during the audit assignment. The audit program should be a set of instructions for the internal auditor performing internal audit, as well as a means of monitoring and verifying the proper performance of work and ensuring the effectiveness of internal audit.
According to the estimates of the effectiveness of ICS, RMS, GCS and IT/IS, no audit program is being prepared.
99. The audit program is developed with the justification of the planned procedures based on the results of the preliminary examination and the necessary resources to achieve the objectives of the audit assignment. This justification includes a general and brief description of the nature of risks, testing procedures and their results, identified significant errors, misstatements, non-compliance with procedures and other risk factors, types of operations/procedures subject to internal audit, sample sizes, results of previous audit reports and inspections of regulatory and supervisory authorities (indicating the status of implementation of recommendations).
Based on the results of the justification, the amount of time for conducting an internal audit, the scope and period of the audit, and the distribution of operations/procedures (issues) subject to internal audit among internal auditors, including the head of the audit assignment, are determined. This justification should be reflected in the audit program.
100. The audit program may include a list of activities that need to be performed, for example:
· testing the effectiveness of the process or activity of the audited entity;
· comparing information for the current period with budgets, forecasts, or similar
· information for previous periods;
· analyzing the relationship between datasets (for example, financial information such as salary costs and non-financial information such as changes in the average number of employees);
· internal benchmarking, a comparison of information from various fields/areas in the Bank;
· external benchmarking, comparison with information from similar organizations (if available in open sources).
101. The Director of the IAD should review and approve the audit program based on the provided justification for its content and the cost of resources for its implementation prior to the start of the audit assignment. The main criterion for approving an audit program is its effectiveness in terms of achieving the objectives of the audit assignment. 
102. The audit program may, as necessary, be clarified and revised during the performance of the audit assignment and allow the use of new audit procedures, changes and (or) additions to it are approved in accordance with the established procedure for reasonable reasons.
[bookmark: _Toc256000017]9.7 Preparation of an audit assignment
103. The audit assignment is prepared by the head of the audit assignment in accordance with Annex 14 to the Rules on the basis of the audit program and approved by the Director of the IAD.
104. Before starting work at the audit facility, the head of the audit assignment organizes and conducts an introductory meeting with the management of the audited entity, at which he introduces the management of the audited entity to the audit assignment, the audit team, informs about the objectives, scope and timing of the audit assignment, the working conditions of internal auditors and the procedure for interaction with the audited entity for the period of internal audit. an audit. 
10. [bookmark: _Toc256000018] Completing the audit assignment
105. The purpose of the audit assignment is to carry out the audit procedures defined at the planning stage of the audit assignment to confirm the audit conclusions. At the same time, IAD employees should pay attention to those factors of the activity of the audited entity that were not reflected in the audit program. Such factors may include cases indicating the existence of illegal actions with respect to the Bank's property, which must be immediately notified in writing by employees of the IAD to the head of the audit assignment and Director of the IAD.
106. In accordance with the approved GPA, the head of the audit assignment, in order to create the basis for cooperation, sends a notification of the upcoming audit in accordance with Annex 15 to the Rules to the audited entity no later than 5 business days before the start of the audit assignment via electronic document management to provide sufficient time to prepare for the internal audit.
107. The process of completing an audit assignment includes several stages, namely:
1) collecting information for analysis and evaluation;
2) analysis and potential findings based on the results of the audit assignment;
3) assessment of observations;
4) recommendations and plans for corrective and (or) preventive actions;
5) conclusion on the results of the audit assignment;
6) documentation of the audit assignment.
108. An internal audit of an audit facility located in an area other than the Bank's location, if necessary, is carried out with preliminary registration of business trips in accordance with the procedure established by the Bank's internal documents.
109. If new circumstances and discoveries are identified during the audit, the duration of the audit assignment may be extended by the Director of the IAD by making appropriate additions to the audit assignment. Changes and/or additions to the audit assignment are brought to the attention of the management of the audited entity. 
At the same time, if it is necessary to amend the AAP, the relevant proposal is submitted in accordance with the established procedure for approval by the AC and the Board of Directors.
[bookmark: _Toc256000019]10.1 Collection of information for analysis and evaluation
110. When collecting information for each stage of the audit program, IAD employees pay attention to information related to the objectives and scope of the audit assignment.
111. The procedures for collecting information for analysis may include the following:
· conducting interviews or surveys of persons involved in the activities of the audited entity;
· direct monitoring of the process;
· obtaining confirmation of information from a person independent of the audited entity, or verifying information by such a person;
· inspection or verification of physical availability, such as documentation, inventory, or equipment;
· direct access to the Bank's systems for monitoring or data extraction;
· work with system users and administrators to obtain data.
[bookmark: _Toc256000020]10.2 Analysis and potential findings based on the results of the audit assignment
112. The IAD employees analyze the information to formulate potential detections. Internal auditors should analyze the information to determine if there is a discrepancy between the evaluation criteria and the current condition of the audited entity, using information and evidence gathered during the audit assignment.
113. In the course of providing assurance services, internal auditors provide objective assessments of discrepancies between the existing business conditions of the audited entity and the evaluation criteria. Internal auditors evaluate discrepancies to determine whether they should be reflected in audit findings and provide an opinion on the results of the audit assignment, including situations where the processes are effective.
114. A discrepancy between the criteria and the current state indicates the presence of a potential detection, which requires additional assessment to determine the cause and effect of the discrepancy and the significance of potential detections. Common examples of potential detections include errors, violations, illegal actions, and opportunities to improve efficiency or effectiveness. 
IAD employees exercise due professional diligence in determining the scope and type of additional procedures that should be used to assess potential detections and determine their causes, consequences, and materiality.
115. Director of the IAD determines how the Bank identifies and evaluates significant risks and establishes appropriate control mechanisms. This includes understanding how the Bank identifies and manages the following key risk areas: 
· reliability and integrity of information about financial and economic activities;
· efficiency and effectiveness of activities, projects and programs;
· asset security;
· c compliance with legislative and/or regulatory acts.
116. In order to obtain information about the organization of the ICS of a business process or an audit object, IAD employees shall conduct:
1) assessment of the control design;
2) assessment of the implementation of control procedures (testing);
3) analysis of the ICS elements (including assessment of the control environment);
4) an overall assessment of the effectiveness of the internal control system of the business process.
117. During the evaluation of the control design, IAD employees are recommended to use the following techniques, the results of which should be reflected in the working documentation:
1) the formation of an ideal scheme of the business process ("as it should be"). 
2) comparing the actual scheme of the business process ("as is") with the ideal one;
3) analysis of the availability and effectiveness of control procedures provided for in the regulatory and administrative documents on the audited process;
4) analysis of the availability, quality of execution and effectiveness of control procedures actually inherent in the process;
5) comparison of the content and quality of the actual control procedures with the requirements of internal regulatory documents on the business process;
6) evaluation of the effectiveness of the procedure using statistical analysis of incidents over a long period (3-5 years);
7) Benchmarking and searching for "best practices" to optimize control procedures.
118. The evaluation of the control design should take into account the cost of both the individual control procedure and the cost of creating and maintaining the entire ICS. In the case of multiple control procedures aimed at managing a single risk or dependent risks, an assessment of the various options for using control procedures should be carried out to eliminate unnecessary (duplicate) procedures.
119. To obtain adequate conclusions about the reliability and effectiveness of the functioning of the internal control system of a business process is to test the actual risk management procedures inherent in the analyzed process.
ICS reliability testing is aimed at determining by the internal auditor the probability of achieving the objective of the control procedure, through which the owner of the analyzed risk is able to effectively manage this risk.  At the same time, the purpose of the control procedure is determined by the auditor either based on an analysis of internal regulatory documents on the process, an interview with the process owner, or independently based on the "best practices" of organizing these processes in similar companies.
120. Testing is conducted by internal auditors using a selective method. The sample size should provide sufficient assurance to internal auditors that the conclusions drawn from the analysis of the sample data will be acceptable for the total amount of data (the general population) from which the sample was made. An IAD employee may use statistical or probabilistic samples to verify massive amounts of data according to the Audit Sampling Methodology in accordance with Annex 16 to the Rules.
121. When determining the effectiveness and adequacy of the internal control system, the actions (or omissions) of the management and management of the audited entity aimed at integrating internal control into all business processes, timely assessment of risks and effectiveness of control measures applied to mitigate their impact should be taken into account first of all.
IAD employees need to ensure that there are regulated procedures in the Bank that will not allow them to carry out activities without taking into account all inherent risks and integrating risk-appropriate control measures into the processes. The findings identified by internal auditors may be a signal of a possible problem related to the absence or improper functioning of the internal control system in the Bank.
122. IAD employees need to make sure that there are regulated procedures in the Bank for monitoring information flows (receiving and transmitting information) and ensuring information security. At the same time, it is necessary to study the developed corrective action plans in case of unforeseen circumstances using redundant (backup) automated systems and/or devices, including the restoration of critical systems for the Bank's activities supported by an external service provider, as well as the feasibility of these plans in cases of unforeseen circumstances. 
123. When performing certain types of audit assignments, it is possible to provide access to and use personal data. The Internal Auditor may seek advice from the Legal Department prior to completing the assignment if they have questions or concerns about access to personal data, or decide not to reflect personal data in documents related to the audit assignment.
[bookmark: _Toc256000021]10.3 Evaluation of detections
124. Under the guidance of the head of the audit assignment, internal auditors should review all discoveries and assess the relevant risks in terms of materiality by determining the rating (nature) for each detection on the following scale:
1) critical detection (category A) – the detected nonconformity poses an immediate risk to the effectiveness of the Bank's activities and the achievement of its goals. Critical detections require the immediate adoption of corrective or preventive actions and should be brought to the attention of the Executive Body and the Board of Directors of the Bank and should be under special control;
2) important (significant) detection (category B) – the discovered nonconformity poses potential risks to the Bank and indicates a weakening of the internal control system. Significant detections also require corrective or preventive actions and should be brought to the attention of the Board of Directors and the Executive Body of the Bank;
3) minor detection (category C) – the detected nonconformity affects the operational activities or the control environment in the Bank and is characterized as the availability of opportunities to improve the internal control system. Minor detections also require adequate measures to be taken and should be brought to the attention of the management of the audited entity.
125. When assessing potential discoveries, IAD employees should, together with the management of the audited entity, identify the root causes (if possible), identify the facts, possible consequences, and assess the materiality of the problem:
1) facts – a detailed description of the detection, a statement of relevant and significant facts that prove the presence and describe the identified flaw or discrepancy.  This parameter answers the question: "What's wrong?" based on a comparison of the actual situation with the criteria of the "correct condition" (regulations, standards, targets, expected values, etc.).
2) the root causes, consisting of: 
· the direct cause that directly led to the problem, the event; the most obvious and direct cause of the event, the problem; 
· an accompanying cause that contributed to the occurrence of a problem, an event, but would not in itself have led to its occurrence; it is often called an "indirect" cause;
· the root cause is the underlying causal factor that, if eliminated, will prevent the recurrence of the same or similar problems and events.
 If an unsatisfactory condition has persisted for a long period of time or tends to worsen, the internal auditor should also describe the contributing factors. 
Identification and analysis of root causes contributes to:
· developing full-fledged, sound, meaningful recommendations aimed at eliminating root causes, rather than offering temporary measures;
· adding value to the Bank, creating and/or operating more reliable systems in the Bank, and improving the efficiency of the Bank's operations;
· reducing risks for the Bank, preventing recurring and/or re-emerging problems.
The internal auditor's refusal to analyze the real root cause can also lead to an inadequate recommendation, possibly establishing an isolated case or correcting only a symptom rather than the real root cause. 
3) consequences – realized or potential impacts (risks) of detecting or unsatisfactory conditions and answering the question: "What has this led to/may lead to?".  The materiality of an audit finding is usually assessed by its consequences. If the actual effect cannot be determined, the internal auditor needs to indicate the potential or "non-material" consequences of the detection.
An accurate assessment of the actual or potential effect is extremely important to determine the necessary measures, resources or controls that should be used by the management of the audited entity to improve the situation.
126. The head of the audit assignment should discuss all critical and significant findings with the management of the audited entity as they arise.
[bookmark: _Toc256000022]10.4 Recommendations and plans for corrective and/or preventive actions 
127. IAD employees evaluate and discuss with the management of the detection audit facility, the expediency and validity of recommendations and/or plans for corrective and/or preventive actions. This assessment includes a cost-benefit analysis, as well as a conclusion on whether recommendations and/or plans for corrective and/or preventive actions eliminate risk in accordance with the Bank's acceptable risk level. The costs associated with implementing recommendations should always be compared with the actual or potential benefits.
128. Recommendations – the definition of measures proposed by the internal auditor to improve or correct the situation and the answer to the question: "What should be done?". Recommendations based on the results of the identified findings should be based on an analysis of the causes of violations, existing deficiencies and inconsistencies in order to ensure the development of qualified and adequate recommendations aimed at eliminating the causes of deficiencies and improving internal control systems, risk management and corporate governance in the Bank.
129. The corrective and (or) Preventive Action Plan (hereinafter referred to as the PAP) reflects the decision taken by the management of the audited entity in connection with the deficiencies identified by the IAD and the recommendations received based on the results of completed audit assignments. The PAP is approved by a decision of the Executive Body, with the exception of the Management Board based on the results of assessments of the effectiveness of GCS, ICS, RMS, AFC and IT/IS, submitted for approval by the Board of Directors in accordance with the requirements of the Bank's internal documents.
130. Based on the results of the business process assessment, the audit team should develop recommendations for building and optimizing the current internal control system of the analyzed process.
Recommendations should be aimed at:
1) improving the quality of the control procedure formalized in the Bank's internal regulatory documents (if the formalized control procedure is effective, but there are deviations in its actual execution);
2) development and (or) formalization of the control procedure and control over its proper execution (if the control procedure is not provided for by internal regulatory documents);
3) elimination of discrepancies between the established criteria and the current state;
4) eliminating the root cause of detection;
5) increasing the efficiency or improving the activities of the audited entity.
131. The recommendations in the audit report should specify exactly what actions should be performed and by whom. More generalized recommendations (for example, "more attention should be paid", "strengthen control", "analyze the issue", "consider solutions") should not be used in the audit report. Whenever possible, the benefits should be quantified in terms of additional income, lower costs, or increased efficiency or economic feasibility. 
132. Recommendations should be addressed to the management level of the audited entity, which has adequate knowledge, responsibility or authority to implement audit recommendations. If there are disagreements between the IAD employees and the management of the audited entity regarding the recommendations and (or) the PAP based on the results of the audit assignment, it is necessary for both parties to express their positions and provide justifications, as well as resolve the differences.
133. The audit object must develop a PAP for the implementation of the recommendations issued by the IAD/external consultant in accordance with Annex 17 to the Rules, indicating the completion forms, the responsible structural unit and the deadlines for completing all actions, and submit it to the IAD via electronic document management to coordinate the completeness of the reflection of the recommendations issued and the correct reflection of activities. The deadline for the development and approval of the PAP by IAD should not exceed 2 working days from the date of its submission. The agreed control plan must be submitted by the audited entity to the authorized body for approval simultaneously with the issuance of audit reports and reports on the results of external and internal evaluations of the effectiveness of the ICS, RMS, AFC, GCS and IT/IS audit.
If the audited entity does not submit the PAP to the Executive Body for approval at the same time as the IAD submits the audit report, the Executive Body decides to set a deadline for submitting the PAP to the IAD that does not exceed 14 calendar days after the Executive Body reviews the audit report.
134. Several recommendations or corrective actions can be developed for a single detection.
If the Director of the IAD comes to the conclusion that the level of risk accepted by the head of the audited entity cannot be acceptable to the Bank, he should discuss this issue with the Executive Body and bring the relevant information to the attention of the AC and the Board of Directors of the Bank.
135. The management of the audited entity is responsible for taking action in relation to the findings.  
When developing a PAP, it is necessary to pay increased, special attention to the measures being developed and the timing of their implementation. So, the measures should be sufficient and achievable, the deadlines are real, clear and definite. In addition, for each recommendation, it is necessary to specify a single and final deadline for execution, without specifying "on an ongoing basis, monthly, quarterly", that is, if the recommendation is given for permanent execution, then in this case the deadline will be, for example, the first reduction of calculations to the reporting date for reflection in the financial statements.
136. Recommended deadlines for the implementation of corrective actions, depending on the detection rating for:
1) critical – one calendar month from the date of approval of the PAP;
2) important (significant) - three calendar months from the date of approval of the PAP;
3) insignificant - six calendar months from the date of approval of the PAP.
It is advisable to set the deadline for implementation of recommendations related to automation no more than 12 calendar months from the date of approval of the PAP.
Recommended deadlines for the implementation of measures (corrective actions) based on the results of an external audit are set by an external auditor (consultant).
[bookmark: _Toc256000023][bookmark: _Hlk197363483]10.5 Working documentation of the audit assignment
137. Documenting an audit assignment through working documentation is an important part of the systematic and consistent process of performing an audit assignment, as it provides an opportunity to systematize information and confirm the results of the audit assignment.
138. The working documentation is the main source of confirmation of information provided by internal auditors to stakeholders, including the Board of Directors, the Executive Body and the management of the audited entity, and contains relevant, reliable and sufficient information. The information included in the working documentation should provide a basis for confirming the identified findings and for making recommendations.
139. The working documentation provides a basis for monitoring the work of individual internal auditors, and also allows the Director of the IAD and others to assess the quality of the IAD's work and serves to demonstrate compliance with IAD Standards.
140. Employees of the IAD should document information and evidence supporting the results of the audit assignment. Internal auditors and the head of the audit assignment should review the working documentation of the audit assignment for accuracy, relevance and completeness. 
141. The working documentation can be designed according to the structure of the audit program. Templates or software can be used to develop working documents and create a system for storing working documents.  As a result, the completeness of the working documentation regarding the information received, the procedures performed, the results of the audit assignment and the logical justifications for each stage is ensured. 
142. All identified findings and causes of nonconformity should be recorded by internal auditors in the working documentation in accordance with Annex 18 to the Rules and should be promptly notified to the head of the audit assignment. 
The completed working documentation on the findings shall be submitted to the management of the audited entity, who shall confirm their agreement or disagreement with the documentation within 2 business days. If the head of the audit facility refuses to approve (sign) the relevant working documentation, he is obliged to provide justification for his position within the specified period. If the agreed (signed) working documentation on the findings is not received within the established time frame and the justification for the refusal to approve (sign) is not provided, the documentation is considered accepted without objections and the identified findings are included in the audit report.
143. IAD employees should discuss the identified findings with those who carry out appropriate procedures to clarify the causes of nonconformity and should make appropriate adjustments based on the discussions and the facts presented. 
If there are significant differences of opinion, internal auditors should reflect their own opinion in the working documentation, while also reflecting the comment (position) of the management of the audited entity.
144. Discoveries related to fraud and theft of property should be immediately brought to the attention of the Director of the IAD, who should take measures depending on the nature of the risks (consequences) that these discoveries entail.
145. Internal auditors should inform the head of the audit assignment and the Director of the IAD about all problems and non-standard situations that occurred during the performance of the audit assignment.
146. IAD employees shall keep the working documentation of the audit assignment in accordance with applicable regulations and internal documents of the Bank.
147. Based on the working documentation of the audit team members, the head of the audit assignment should prepare a draft audit report.
11. [bookmark: _Toc256000024]Audit report
148. For each audit assignment, the head of the audit assignment must prepare an audit report on the results of the audit assignment in accordance with Annex 19 to the Rules, which includes the objectives, scope of the audit assignment, recommendations, planning documents/action plans and a conclusion on the results of the audit assignment. 
The audit report shall include: 
1) a brief overview of the activities of the audited entity with the application of a flowchart of the business process(s) (if necessary);
2) information about the limitation of the scope of the audit assignment (if any);
3) the content of the audit findings, ranked by the degree of materiality, along with the findings, describes the positive aspects of the activity of the audited entity. Detailed information on detections is reflected in the annex to the audit report, reflecting the following main elements: determination of the nature of the detection, root causes, consequences and recommendations (if necessary, comment by the audited entity), persons responsible for eliminating detections, as well as planned deadlines for completing measures, information on the implementation of actions to eliminate comments by the audited entity;
4) an opinion on the results of the audit assignment, which sets out the results of the audit assignment, taking into account the objectives of the audit assignment. The report should contain the professional judgment of the IAD staff on the materiality of all audit findings in general. The audit assignment report should include the internal auditors' judgment on the effectiveness of the internal control, risk management and corporate governance processes of the audited entity, including appropriate confirmation if they are effective. The conclusion reflects aspects related to the impact of the findings on the audited entity (business process) and the Bank.  For example, some findings may have a significant impact on achieving goals or managing risks at the level of the audited entity, but not at the Bank level.
149. If the audit assignment was not performed in accordance with the Standards, the audit report should contain the following information about the nonconformity:
· the standard(s) that has not been met;
· the reason(s) for the discrepancy;
· the impact of nonconformity on the findings and conclusions based on the results of the audit assignment.
150. Based on the assessment of all findings and inconsistencies, the audit team, led by the head of the audit assignment, should determine the preliminary nature of the audit opinion on the internal control system of the audited entity by assigning a rating to the internal control and risk management systems, the processes of which have been audited on the following scale:
1) Strong: the internal control system functions efficiently and reliably. Evaluation of the control design and testing of controls demonstrates a positive result on acceptable reliability of the internal control system. The identified minor detections do not affect the effectiveness of the ICS of the Bank's business processes.
2) Adequate: the design and degree of implementation of controls reasonably mitigate the inherent risks of audited business processes. In general, the control environment provides for sufficient/adequate assurance regarding the reliability of financial data, the efficiency and effectiveness of operations, the safety of assets, and compliance with Bank policies, laws, and regulations.  The identified detections do not carry financial and operational risks for the Bank and require the adoption of corrective measures at the level of business process owners;
3) Satisfactory: controls are not modeled and/or implemented in such a way as to effectively mitigate the inherent risks of audited business processes. In general, the control environment provides for insufficient confidence in the reliability of financial data, the effectiveness and efficiency of operations, the safety of assets, and/or compliance with Bank policies, laws and regulations. The detected detections are mainly of an important nature and require corrective or preventive actions;
4) Unsatisfactory: Internal controls are extremely unsatisfactory and indicate a high risk exposure. The situation requires immediate attention and efforts/actions to remedy it. In general, the control environment does not provide for confidence in the reliability of financial data, the efficiency and effectiveness of operations, the safety of assets, and/or compliance with Bank policies, laws, and regulations. The observations include critical problems and/or significant deficiencies in internal control, significantly affect the results of operational and financial activities and require immediate corrective or preventive actions on the part of management, detection and corrective measures require constant monitoring. 
151. The head of the audit assignment/director of the IAD draws up a draft audit report and sends it to the audit object. No later than 3 business days after receiving the draft audit report, the audit entity must prepare and submit IAD responses (comments) regarding the findings and inconsistencies. If necessary, the IAD organizes and holds a meeting with the head of the audit facility to discuss and achieve a mutual understanding of the content of the draft audit report. 
152. IAD employees should make appropriate adjustments based on discussions and presented facts. If a single decision could not be reached during the approval of the draft audit report, the final report should indicate the opinion of the IAD explaining why the objections of the audited entity were not accepted by the internal auditors, while reflecting the comment of the responsible persons of the audited entity. A protocol of disagreement is attached to the audit report.
153. The head of the audit assignment shall familiarize the IAD employees who participated in the performance of the audit assignment with the audit report for completeness and objective indication of audit opinions in it. In case of disagreement between the professional opinions of the director of the IAD and the head of the audit assignment, and/or internal auditors on significant issues related to the audit assignments, an appropriate document should be drawn up, which together with the audit report should be submitted to the AC.
154. The head of the audit assignment should issue the final version of the audit report, taking into account the results of the meeting and additional comments from the audited entity (if any), and coordinate with the director of the IAD. Director of the IAD provides an analysis of the information contained in the audit report for its completeness and accuracy.  
155. The audit report shall be signed on paper or by means of an electronic digital signature by the Head of the audit assignment/Director of the IAD no later than the day of completion of the audit in accordance with the audit assignment.
The audit report signed by the Head of the audit assignment/Director of the IAD, after final approval with the management of the audited entity, is sent by a cover letter to the audited entity for signature. The audit report is signed by the Head of the audit facility or a person acting in his place within one business day after its receipt. 
If the IAD employee and the management of the audited entity disagree on the results of the audit assignment, the director of the IAD should work with the Executive Body to facilitate the search for a solution, comments (position) from each of the parties are attached to the audit report.
156. If the audit report is not signed within the established time frame and the justification for the refusal to sign is not provided, the audit report is considered accepted without objections. IAD inform about this fact as part of the review of this audit report - the Executive Body and the AC/Board of Directors of the Bank.
157. The audit report should be concise, understandable, accurate, objective, constructive, complete and timely with the possible use of graphs, tables, maps (if necessary). If the final version of the audit report contains a significant error that was subsequently discovered, the DIrector of the IAD should bring the corrected information to the attention of all recipients of the audit report.
158. In case of transfer of the audit report to a third party (outside the Bank), the Director of the IAD transfers it after approval with the Executive Body, unless other requirements or restrictions are established by legislative or regulatory norms.
159. Reports drawn up by the IAD and indicating cases of fraud and embezzlement should be submitted to an in-person meeting of the Board of Directors of the Bank immediately after their preparation (signing).
160. Reports on each individual audit assignment, indicating a case of unlawful actions (inaction) by employees of the audited entity, should be submitted to AC and the Board of Directors after their conduct. 
161. The audit report shall be submitted by the Director of the IAD for information at the next meeting of the Executive Body after the audit report is signed by the head of the audit facility. Consideration by the Bank's Executive Body of the results of the audit assignment is mandatory.  
162. The Director of the IAD sends the audit report to the corporate secretary within the established time frame for consideration at the next meeting of the AC. 
In the absence of comments to the audit report, the AC approves (pre-approves) the audit report. If there are any comments, the AC may recommend that the Board of Directors (and/or) instruct IAD to finalize, clarify, supplement the report and/or conduct additional audit procedures. AC decision to approve (pre-approve) the audit report is a confirmation that, in AC opinion, all the objectives of the audit assignment have been achieved.
163. Reports on the results of assessments of the effectiveness of ICS, RMS and GCS, AFC, as well as IT/IB audits and action plans for improving ICS, RMS, GCS, AFC and IT/IB systems, after preliminary consideration by the AC, are submitted to an in–person meeting of the Board of Directors of the Bank: according to internal assessments - by the Director of the IAD, according to external assessments – by the initiator/by the audit client.
164. The IAD shall ensure the storage of the original audit report (in one copy), in accordance with the internal requirements for the storage of IAD documentation and ensuring the safety of banking, commercial, confidential information, with limited access.
12. [bookmark: _Toc256000025]Consultancy services
165. [bookmark: _Toc338785256]Consulting services are services in which internal auditors make recommendations to the Bank's stakeholders without providing assurance or assuming managerial responsibilities. 
166. Internal auditors may initiate the provision of consulting services themselves or provide them at the request of the Board of Directors, the Executive Body or the management of the audited entity. The nature and scope of the consulting services are subject to agreement with the relevant stakeholders. 
167. If there is a need for consulting services, the internal auditor should discuss with the client the tasks and scope of the assignment, which are recorded in the assignment for the provision of consulting services in accordance with Annex 20 to the Rules.
168. IAD employees can provide consulting services in those areas for which they were previously responsible, while information about the potential negative impact on objectivity must be disclosed to the recipient of the services before accepting the consulting assignment for execution.
169. IAD employees should refuse an assignment to provide consulting services or seek advice and assistance if they do not have sufficient knowledge, skills and other competencies to complete the audit assignment or part of it.
170. Examples of consulting services include providing advice on the development and implementation of new policies, procedures, systems and products (proactive proposals to improve business processes); conducting internal investigations; conducting training (trainings, studies, memos, explanations), as well as discussions on risks and controls. In these cases, consulting services can be provided by the IAD in the form of individual communications (correspondence via corporate e-mail, memos addressed to the management of structural divisions).
171. In case of negative impact on the independence and objectivity of internal auditors in connection with the proposed consulting assignment, information about this should be disclosed to the client before accepting the assignment.
When providing consulting services, IAD employees should maintain objectivity, without assuming leadership functions. For example, IAD employees can provide consulting services as part of individual assignments, but if the Director of the IAD assumes responsibilities beyond the scope of internal audit, appropriate protective measures must be taken to preserve the independence of the IAD.
172. The conclusion on the results of the consulting audit assignment should correspond to its objectives and scope. Upon agreement with the client, the results of the work carried out on the provision of consulting services can be issued in the form of a report in accordance with Annex 21 to the Rules. 
173. If significant risks are identified during the consultation, changes are made to the very scheme of the consultation process by switching to an audit assignment, without interruption, with appropriate reflection in the AAP.
174. The IAD is able to provide consulting support at the stage of developing the internal control system and control procedures, but should not be responsible for creating/building, maintaining effectiveness and coordinating the internal control system, as this is the direct and immediate task of the Bank's management.

13. [bookmark: _Toc256000026]Audit files
175. Audit files are documents and materials prepared by IAD employees or received and stored by them in connection with the performance of an audit assignment and/or consulting services. Audit files can be presented in the form of data recorded on paper or electronically.
176. Audit files are used:
1) when planning and performing audit assignments and/or consulting services;
2) when supervising the performance of an audit assignment;
3) record audit evidence obtained for the purpose of confirming audit opinions reflected in the audit report.
177. Audit files should be compiled and organized in such a way as to meet the circumstances of each specific audit assignment and/or consulting service and the needs of internal auditors during its implementation. The volume of the audit file (folder) should be such that, if it becomes necessary to transfer the work to another internal auditor, he would be able to understand the work done and the validity of the conclusions of the former internal auditor solely on the basis of documentation.
178. The audit file (folder) of the working documentation on the audit assignment should include the following working papers:
1) notification of an upcoming audit;
2) information reflecting the process of planning the audit assignment, including the audit program and all changes and additions to it, and the calculation of time spent on conducting the audit assignment (planned and actual), the audit assignment;
3) working documentation;
4) drafts (in electronic version) and the final version of the audit report;
5) copies of the documents of the audited entity to confirm the conclusions of the internal auditor (if necessary);
6) copy of the database.
179. The audit file (folder) for the provision of consulting services should include the following working papers:
1) assignment for the provision of consulting services;
2) an internal memo and (or) a report on the provision of consulting services, and (or) the conclusion of the working group, and (or) the training protocol;
3) copies of documents to confirm the conclusions of the internal auditor (if necessary);
4) a copy of the database (if available).
180. All audit files contained on the computers of IAD employees should be used jointly by them and, upon termination of an employment contract with an IAD employee, should be posted on the IAD network resource.
181. Upon termination of the employment contract with an IAD employee, the latter is obliged to transfer to the Director of the IAD the audit files according to the act of acceptance and transfer for the audit assignments carried out by him. Upon termination of the employment contract with the Director of the IAD, the latter is obliged to transfer, according to the act of acceptance and transfer, the audit files on the audit assignments performed and the original documents of the IAD in accordance with the current nomenclature of the Bank to the person determined by the decision of the Board of Directors. The audit file (folder) is compiled in one copy.
182. The IAD shall ensure that the audit file (folder) is stored in accordance with the Bank's internal requirements for storing documentation and ensuring the safety of commercial (banking), confidential information with restricted access.
183. IAD employees performing an audit assignment and/or consulting service are responsible for storing and restricting access to audit files (folder) related to this assignment, as well as to documents they received from the audited entity during the execution of the audit assignment and/or consulting service. Upon completion of the audit assignment, the audit files (folder) are transferred to the IAD employee responsible for storing the audit files (folder), who is appointed by the Director of the IAD

14. [bookmark: _Toc256000027]Monitoring and confirmation of the implementation of the IAD recommendations and the Bank's action plans based on the recommendations of external auditors and consultants 

184. The purpose of monitoring is to determine whether an audit observation has been adequately resolved, that is, whether measures have been taken to reduce (prevent) identified risks.
185. The management of the audited entity is responsible for deciding on the appropriate action in response to the results of the audit assignment, as reflected in the audit report or other documents issued based on the results of the audit assignment. The Director of the IAD determines the acceptance by the Executive Body of a risk exceeding the level of risk tolerance due to a delay in implementation or inaction. In this case, the position of the Bank's management on the acceptability of the identified risks for the Bank should be documented and brought to the attention of the AC and the Board of Directors of the Bank.
186. The management of the audited entity is responsible for the accuracy of the IAD information provided. In case of non-fulfillment of measures by the responsible contractor within the established time frame, the IAD employees receive and note the explanation of the responsible contractor, and also discuss this issue with the Director of the IAD. In case of providing unreliable, misleading, incompetent, untimely and incomplete information, the IAD is obliged to inform the Executive Body, AC and the Board of Directors about this fact in order to take appropriate measures.
187. When monitoring the implementation of the recommendations issued, the IAD should be based on the existing risk, as well as on the degree of difficulty and the importance of the timing of corrective actions.
188. Monitoring of the implementation of recommendations issued based on the results of internal and external audits by government agencies (hereinafter referred to as internal and external auditors) should be carried out by the IAD on a quarterly basis for all audit findings, with the preparation of a report on monitoring the implementation of recommendations issued based on the results of internal and external audits in accordance with the form in accordance with Annex 22 (hereinafter referred to as the Report for monitoring).
189. The monitoring report is submitted quarterly to the Executive Body for information, with subsequent submission to AC/BD in the framework of periodic reports.
190. IAD employees must confirm the implementation by responsible persons of the IAD recommendations in accordance with the PAP. No later than 5 business days before the end of the quarter, the IAD requests information from responsible executors on the current status of implementation of recommendations issued by internal and external auditors (indicating the work done) as of the end of the reporting quarter, the deadline for execution for responsible executors to be set during the first two business days of the month following the reporting period a block with supporting documents attached.
191. The responses received should be evaluated by the IAD and, if necessary, the responses should be checked for validity in order to determine whether the measures taken by the Bank comply with the observations reflected in the audit report or other relevant documents. The results of monitoring the implementation of recommendations issued by internal and external auditors are subject to control by the Director of the IAD.
192. The responsible executive, in agreement with the Director of the IAD, has the right to initiate the issue of extending the deadlines for the implementation of measures (with the exception of detections with a rating of "critical") established in the PAP if there are reasonable reasons. The extension of the deadline for the execution of an event may be carried out only once for a period of no more than 6 months relative to the originally established deadline.  At the same time, the issue of extending the deadline should be submitted for consideration by the authorized body before the expiration of the deadline for the execution of the event.
193. In case of loss of relevance of the issued recommendation, the responsible executive sends an internal memo to the director of the IAD via electronic document management, justifying the need to remove the recommendation from control. In case of a positive response from the IAD, the responsible executive initiates the issue of the need to de–monitor the recommendation for consideration by the authorized body that approved the IAD, accompanied by a written confirmation from the IAD of its opinion on the matter (when approving the IAS by the Executive Body, AC retains the right to reverse the decision to de-monitor the recommendation as part of the review of periodic IAD activity reports).
194. When monitoring the implementation of recommendations issued by internal and external auditors that were not executed based on the results of previous monitoring and whose due date is within the reporting quarter, two recommendation execution statuses are applied: "executed" or "not executed", reflecting the response of the responsible executor and the position of the IAD on the assigned status.
195. If it is necessary to clarify or if there are comments on the information provided, the IAD employee will work out the comments with the responsible contractor and (or) request additional information.
In the absence of comments and documents confirming the implementation of the recommendations, the IAD employee assigns the event the status "executed".
196. If the responsible contractor fails to provide a response to the IAD's initial request and/or additional information at the request of the internal auditor within one business day from the date of the deadline for providing information, the IAD employee assigns the event the status "not executed".
197. When monitoring the implementation of recommendations issued by internal and external auditors, the deadline for which extends beyond the reporting quarter, Employee of the IAD reflects the progress of implementation as of the reporting date. It is not allowed to extend the deadline for execution if information is not provided on the progress of corrective measures or if the responsible contractor fails to act within the time period provided for in the PAP.
198. Information based on the results of monitoring the implementation of recommendations issued by internal and external auditors is used when planning audit assignments, as well as in other necessary cases, for example, when preparing opinions on draft internal documents of the Bank.
199. All information on the results of monitoring the implementation of recommendations/measures issued, including the recommendations themselves, should be kept by the IAD on a separate audit file (folder), separately based on recommendations issued by internal auditors, external auditors and auditing government agencies.
15. [bookmark: _Toc256000028]Informing about the results of the provision of internal audit services 

200. The Director of the IAD shall periodically inform the Board of Directors and the Executive Body about the results of the provision of internal audit services, as well as provide information on each audit assignment as necessary. 
Information on the results of audit assignments is submitted to the Board of Directors of the Bank as part of quarterly reporting within the time limits stipulated by the Regulation on the IAD. 
201. The quarterly report on the activities of the IAD reflects information on significant discoveries and a detailed analysis of root causes, information on the effectiveness of ICS, RMS and CS processes at the level of a business process or Bank based on the results of audit assignments, systemic issues, actions or progress within the framework of a set of audit assignments or business units.
202. The IAD quarterly activity report is prepared in accordance with Annex 23 to the Rules. The quarterly reports on the activities of the IAD are accompanied by audit reports on audit assignments completed during the reporting period (if necessary).
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